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Course Content 
 

Module 1 — Foundations, Attacker Mindset & Lab Setup ..........................  

Sub-module 1.1 — Security fundamentals & the attacker mindset ..........  

Sub-module 1.2 — Linux, Windows & networking essentials ...................  

Major Lab — Build your own hacking lab ...................................................  

 

Module 2 — Passive Reconnaissance & OSINT.........................................  

Sub-module 2.1 — Passive reconnaissance .............................................  

Sub-module 2.2 — OSINT tooling & footprinting .......................................  

Major Lab — Build a full OSINT profile ......................................................  

 

Module 3 — Active Reconnaissance: Scanning & Enumeration ................  

Sub-module 3.1 — Host discovery & scanning .........................................  

Sub-module 3.2 — Service enumeration ...................................................  

Major Lab — Map & enumerate the lab network .......................................  

 

Module 4 — Vulnerability Assessment.........................................................  

Sub-module 4.1 — Finding & scoring vulnerabilities .................................  

Sub-module 4.2 — Prioritizing & reporting.................................................  

Major Lab — Full vulnerability assessment ...............................................  

 

Module 5 — Exploitation Fundamentals (Metasploit & Armitage) ..............  

Sub-module 5.1 — Exploitation concepts & Metasploit.............................  

Sub-module 5.2 — Armitage & known CVEs.............................................  

Major Lab — Gain access to lab targets ....................................................  
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Module 6 — Web Application Attacks ..........................................................  

Sub-module 6.1 — How web apps break...................................................  

Sub-module 6.2 — Common web attacks..................................................  

Major Lab — Attack and fix a web app ......................................................  

 

Module 7 — Password & Credential Attacks ...............................................  

Sub-module 7.1 — Password cracking ......................................................  

Sub-module 7.2 — Capturing & relaying credentials ................................  

Major Lab — Crack & capture credentials .................................................  

 

Module 8 — Post-Exploitation, Privilege Escalation & Active Directory .....  

Sub-module 8.1 — Post-exploitation & privilege escalation .....................  

Sub-module 8.2 — Active Directory attacks ..............................................  

Major Lab — From foothold to Domain Admin ..........................................  

 

Module 9 — Wireless & Social Engineering ................................................  

Sub-module 9.1 — Wireless security .........................................................  

Sub-module 9.2 — Social engineering & phishing ....................................  

Major Lab — Wireless capture & phishing simulation ...............................  

 

Module 10 — Blue Team Essentials — Detection, Logging & Incident 
Response........................................................................................................  

Sub-module 10.1 — Detection & monitoring..............................................  

Sub-module 10.2 — Incident response ......................................................  

Major Lab — Catch the attacker .................................................................  

 

Module 11 — Digital Forensics & Data Recovery .......................................  

Sub-module 11.1 — Digital forensics fundamentals..................................  
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Sub-module 11.2 — Data recovery & carving ...........................................  

Major Lab — Investigate & recover with open-source tools......................  

 

Module 12 — Capstone — Red vs Blue Engagement & Reporting ...........  

Sub-module 12.1 — Engagement methodology & reporting ....................  

Sub-module 12.2 — Live Red vs Blue exercise ........................................  

Major Lab — Capstone project & final exam .............................................  

 


