Fr) Future Tech

Empowering your Business Mind

Course Content

Module 1 — Foundations, Attacker Mindset & Lab Setup .........c.ccccuveeenee.
Sub-module 1.1 — Security fundamentals & the attacker mindset..........
Sub-module 1.2 — Linux, Windows & networking essentials....................
Major Lab — Build your own hacking lab..........ccccooiiiiiiieiiiiiiiiiee e,

Module 2 — Passive Reconnaissance & OSINT............cccececiivivvrveevvneeeee.
Sub-module 2.1 — Passive reConNaiSSanCe ............cccceeeeeeeeeeieccceeeccnnnnnes
Sub-module 2.2 — OSINT tooling & footprinting.........cccccveeeeeeeeiicvieeeeeenn,
Major Lab — Build a full OSINT profile ...,

Module 3 — Active Reconnaissance: Scanning & Enumeration................
Sub-module 3.1 — Host discovery & SCanNiNg .........coccceeeeriieeeenniieneeeenne
Sub-module 3.2 — Service enNUMEratioN ...........veevveeiiiiiiiieee e esiieeeee e
Major Lab — Map & enumerate the lab network ..........ccccccooviiieeneenee,

Module 4 — Vulnerability ASSESSMENt........cuvviiiiiiiiieeeeeeeeeeeeeeecccce
Sub-module 4.1 — Finding & scoring vulnerabilities............ccccccooeccvvveee...
Sub-module 4.2 — Prioritizing & reporting..........ccccceeeviveeeeeniieeee e
Major Lab — Full vulnerability assessment ............cccccccvvvviiiieeeiieeeeeeeeeenn.

Module 5 — Exploitation Fundamentals (Metasploit & Armitage) ..............
Sub-module 5.1 — Exploitation concepts & Metasploit..............ccccuvvneeee
Sub-module 5.2 — Armitage & Known CVES..........ccccoociieeiiiiien e,
Major Lab — Gain access to lab targets.............cco oo,
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Module 6 — Web Application AHACKS ......ccccoviiiiiiiiie e
Sub-module 6.1 — How web apps break..........cccccveiviiieee e,
Sub-module 6.2 — Common web attacks...........ccccccvviiiiiiiie e
Major Lab — Attack and fix aweb app .....cccccvveeeiiiiiiiiie e

Module 7 — Password & Credential ARACKS ..........c.coveiiiiiiieiiiiieeceeieeee,
Sub-module 7.1 — Password Cracking .........cccceevveeeeiiiieeeesenieee e
Sub-module 7.2 — Capturing & relaying credentials .........ccccccooecvvvvenennnn
Major Lab — Crack & capture credentials ..............ccccccciiiiiiiviiiieeeeeeeee,

Module 8 — Post-Exploitation, Privilege Escalation & Active Directory.....
Sub-module 8.1 — Post-exploitation & privilege escalation .....................
Sub-module 8.2 — Active Directory attacks ..........ccccovvveeeiiiiieee e,
Major Lab — From foothold to Domain Admin ..........ccccceeeeiviiciiieeeee e,

Module 9 — Wireless & Social ENQINEEIiNG ........cccveeeiiiiieeeiiiiireeesieeee e
Sub-module 9.1 — WIreleSS SECUNLY .....ccceevviiiiiiiiie e
Sub-module 9.2 — Social engineering & phishing ..........cccccceeeeeiiiiieeeeen.
Major Lab — Wireless capture & phishing simulation...............cccceeennee.

Module 10 —Blue Team Essentials — Detection, Logging & Incident
RESPONSE. ... e e et e e e e e e e e e e e e

Sub-module 10.1 — Detection & MONItOING........cevveriiiiiiiieeeeeeiiiiireeeeeeens
Sub-module 10.2 — INCIdeNt FESPONSE........cccuvvrieieee e et a e
Major Lab — Catch the attaCKer ...

Module 11 — Digital Forensics & Data Recovery .........ccccovveeeeeeieicvvneennnnn.
Sub-module 11.1 — Digital forensics fundamentals............cccccccoecvvveennnnn.
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Sub-module 11.2 — Data recovery & Carving ........ccccocevvveeeeeeeeeiivnvneeeeeens
Major Lab — Investigate & recover with open-source tools......................

Module 12 — Capstone — Red vs Blue Engagement & Reporting ...........
Sub-module 12.1 — Engagement methodology & reporting ....................
Sub-module 12.2 — Live Red vs Blue eXercise ..........ccoccvvvvvveeeeiiivvvnnnnnnn.
Major Lab — Capstone project & final exam ..........ccccoceveeeiiiiciieeeeee e,
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